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Access to the UCMC network and resources must be done through the established channels outlined in
this tip sheet. Use of personal devices are not permitted except as outlined within this document or
otherwise explicitly authorized by IT.

Remote Access Policy Reminder

General Remote Access

e Users must enroll in 2Factor authentication
o No printing at home
e No saving files or data locally on personal computers (such as laptops or desktops)
e UCM email must be used for all email communications
e Access to the UCM VPN should be conducted with a UCM managed device
e Access to third party applications (such as the Cloud) should be conducted through the UCMC
WebApps/Citrix system

o Note: this is to prevent the accidental storage of data on a personal device
e For telecommuting and video conferencing, use Zoom

o Use only BSD, UCM or Ingalls credentials for Zoom, do not use or create any other

personal or free profile on Zoom for business purposes.
o The only instances that UCM users should be using to host a meeting are:
= BSD or UCM : uchicagomedicine.zoom.us

= |ngalls : ucmedicinegroup.zoom.us

o Use of text messaging between mobile devices to discuss any PHI is not permitted.
e Forinstant messaging needs, use Zoom’s Chat feature
e If your electronic device is lost or stolen, or if you have any other use or incident outside of
these guidelines, notify the Privacy Program as soon as possible at 773-834-9716 or
hpo@bsd.uchicago.edu

Personal Devices

Devices that are not purchased and/or managed by UCMC can only be used in specific limited ways. This
policy is in place to limit the spread of confidential information into unprotected and unmanaged
devices, as well as protecting the health of the UCMC network and information systems.

e Consult the Personal Computing Device policy , and follow the specific instructions outlined
within this Tip Sheet
e Access to UCMC resources should be done through the UCM WebApps/Citrix system.
o Note: The only permitted use of personal desktops and laptops is to UCM
WebApps/Citrix
e Use of personal mobile devices (tablet or smartphone) is permitted only when configured

according to this tip sheet
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e You are permitted to forward your UCMC desk phone to your personal phone in order to
continue to receive calls from your main number.
o Note: any calls made out from your personal phone will not be run through the UCMC
phone system. Your personal phone number will be exposed.

Technology Configuration Guidance

2Factor Authentication

The 2™ factor that you will enroll will be your smartphone or tablet. You will need to download the DUO
Mobile Application on your mobile device. When logging into a system protected by 2Factor
Authentication you will be asked to ACCEPT the login from this DUO Mobile Application. As such you will
need your mobile device with you when accessing your accounts remotely.

Navigate to https://2fa.uchicago.edu

Click on Go to Two-Factor

Sign in with your UCHAD/CNETID credentials

Enroll your device, following the instructions outlined

il A

Accessing UCMC Resources Remotely from Home from a Personal Device

All users should leverage the UCM WebApps system to conduct your normal work. To access this
system follow the below instructions.

1. Loginto WebApps
a. You will need Citrix installed on your personal laptop or desktop. Instructions on how to
install Citrix can be found on the UCM IT Intranet site.
b. On your personal laptop/desktop go to the following email address:
https://www.uchicagomedicine.org/
Scroll down to Employee Login (last section of the page on the lower right)
Click on Employee Login then click on Intranet and UCM Applications
Enter your employee credentials
If you have not set up 2 Factor Authentication, set it up. Link for set up is right above
employee login credentials

- 0 a o

2. Once logged in on the Citrix homepage, determine whether you have access to all your applications
needed to successfully complete your work function

3. If there are missing applications on the Citrix homepage, contact the help desk 23456 to see if they
can add the application
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Mobile Devices - Email

Employees may use their personal mobile devices (smartphones or tablets) to access their UCMC email
only if the following instructions have been followed.

1. Encrypt your device:
a. Ifyou have an Apple device, ensure your phone has a passcode or password; no further
actions are needed
b. If you have an Android device, you need to take the following actions:
i. Ensure that your password is enabled

ii. Go to the Security screen by opening the Settings screen -> Security

iii. Tap the “Encrypt Phone” to start the encryption process. Be cognizant of the
warning!

iv. Enter your PIN in order to start the encryption process. Do not interrupt the phone
while it is encrypting. You will see a progress indicator as the encryption process
starts. Once the indicator completes your mobile phone will be encrypted.

2. Connect your device to the email system by following the instructions on the UCM IT Intranet Site

Accessing Cloud/Remote Hosted Applications

In order to access your remote applications, as you normally would from a UCMC device on the UCMC
network, you will first need to log in to the UCMC WebApps system. Please conduct all your third
party/cloud access work from within the WebApps/Citrix system in order to protect the security of our
sensitive data.

You might need to copy commonly used URLs into a text file and store this on your U: drive so it can be
accessible via the WebApps/Citrix system.

Zoom

UCM uses the Zoom teleconferencing cloud service to host virtual voice and video meetings. This service
is provided by the University of Chicago ITS department. Details on access can be found here:
https://its.uchicago.edu/web-conferencing/

Classification: Internal Use Only Page 3 of 8
© 2020 University of Chicago Medical Center. All rights reserved. Version: 3.1


http://home.uchospitals.edu/portal/dt?TabEmpTools.setSelected=deptPage13&last=false&JSPTabContainer.setSelected=TabEmpTools
https://its.uchicago.edu/web-conferencing/

=3 THE UNIVERSITY OF

tirfeisifeINele] UCMC Tip Sheet for Accessing IT Applications Remotely
MEDICINE

Password configuration for managing meetings

In order to modify the meetings with requirement of passwords please adjust the settings. You will be
able to do this by accessing the advance settings in the zoom application:

® (2) Q
A O ® @ Q sech (6%
Home Chat Meetings Contacts

Gabe Portillo Pro
gportillo@uchicago.edu

o

Monday, April 06, 20 ] KRR
© Away

© Do not disturb >

New Meeting + Join

Zoom Meetings

Change My Picture
11:00 AM - 11:30 AM | Startsin7 1

Help
Meeting ID: 886-140-810
Check for Updates
About Zoom

Schedule Share screen ~ Switch to Portrait View

Switch Account

Sign Out

15 serngs. ot |

Start Zoom when [ start Windows

Video
@ Silently start Zoom when I start Windows
Audio When closed, minimize window to the ntification area instead of the task bar
o Chat Automatically copy Invitation URL to Clipboard after meeting starts

Confirm with me when 1leave 2 meeting
Virtual Background
Show my connected time

Recording Remind me | 5 ~ | minutes before my upcoming meetings

Advanced Features Content Sharing

Statistics Use dual monitors
Enter full screen automatically when starting or joining a meeting

Keyboard Shortcuts
Enter full screen autematically when viewing screen shared by others

Q00

Accessibility Maximize Zoom window automatically when viewing screen shared by others
Scale to fit my Zoom window when viewing screen shared by others
Turn off Windows 7 Aero mode in screen sharing
Enable the remote control of all applications
Side-by-side Mode

Limit your screen shareto 10 frames-per-second

—— View Advanced Features

=

After logging in using BSD, UCM, or Ingalls credentials, select all options for password requirements
under Schedule Meeting:
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€ o -
- .
Oz
Require a password when scheduling new meetings ©
Require a password for instant meetings ©
Em
ot
Require a password for Personal Meeting 1D (PMI) [ @)

Embed password in meeting link for one-click join o)

Require password for participants joining by phone ()

Mot pacticoaats opon entry » @

If you are leveraging the client Outlook Zoom Plug in, for any meeting that is in need of a password, the
setting here will require updating, the password should auto generate based on profile default settings:

‘Gabe Portillo’s Zoom Meeting - Meeting

Meeting Insert Format Text Review Q Tell me what you want to do...

x i) a O [ Appointment % @‘ E‘Q E o >

l'_q@ Scheduling Assistant

Delete g Cancql Change [dd WebEx Skype Meeting Cancel *® Options Tags Office
Settings Meeting - Meeting Notes Invitation € © s - Add-ins
Actions Zoom WebEx show Skype Meeting | Meeting Notes|  Attendees Add-ins ~
ﬂ You haven't sent this meeting invitation yet. ROOm F| n d er v X

This appointment conflicts with another one on your calendar.
4 April 2020 |
Lp Su Mo Tu We Th Fr sa

Subject Gabe Portillo’s Zoom Meeting s ; ; 130 1:11
121314 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30

1

send
Location | hitps://uchicagomedicine.zoom.us/j/936743236807pwd=bUSOLOOrdUSTNKIZQW16a1 ~ | | Rooms..

Starttime | Mon 4/13/2020 @] |400 PM - All day event

End time Mon 4/13/2020 | |40 PMm -

[ leood [ ]rair [ Poor

- Choose an available room:
None
Hi there,
suggested times:
Giaha Partilln iz invitina voi ta a schedilad Znom meating A 4:30 PM - 5:00 PM
L4 No conflicts -
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i | Zoom - Schedule a Meeting téj
Meeting ID
®  Generated ID 936-7432-3680 Personal Meeting ID 283-859-3510
Password

+" Require meeting password [Meeting Password

Video
Haost On & Off Participants On & Off
Audio

Telephone Computer Audio ®  Telephone and Computer Audic

Dial in from United States Edit

Advanced Options ~

+" Save and do not show again I | | Cancel

If you have an existing meeting that does not have a password, but need to include it in your link, you
will need to remove the original Zoom link and replace it with a new one in an update to an invite. If that
does not work well, cancel your current meeting and reschedule a new one.

Zoom Chat

Zoom also contains an instant messaging feature that can be used outside of the Zoom teleconferencing
meetings. This feature requires the Zoom agent to be installed on your computer, which will be installed
when you run a Zoom meeting. These messages are encrypted and secured and can be used to
confidential communications.

To access the Chat feature, do the following:

1. Launch the Zoom client; it should say “Zoom — Pro Account” in the upper left hand corner
At the top ribbon select “Chat”
Within the Search feature, type in the name of the person you wish to chat with (make sure to
confirm the spelling and person before sending a message)

4. Message accordingly

€D Zoom - Pro Account — O
A - @ Q_ search
Home Chat Meetings Contacts
| —
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Receiving Phone Calls from your UCMC Phone Number

You have multiple options available to you for receiving phone calls on separate phones other than your
provisioned UCMC Phone. You may either 1) Forward your phone to a separate phone number or 2) Set
up your phone number to ring on multiple devices

Forwarding Phone

To forward your phone you can set your phone to forward to an outside number you’ll have to contact
UChicago ITS and put in a request to have the number forwarded over.

1. To submit a request, go to UChicago ITS’ ServiceNow system and submit a ticket here:
https://uchicago.service-
now.com/it?id=its sc cat item&sys id=7e74c888139cb60027255eff3244b0e0

2. Select “Change/Disconnect Phone Services”

Request This Service v

New/Replace/Upgrade Desk
Phone

[ Move Desk Phone

Change/Disconnect Phone
Services

Single Number Reach
Service

IT Billing Inquiry

Ask a Question

Ring on Multiple Devices

You also have the option of allowing your UCMC phone number to ring at your desk as well as other
devices (such as a cell phone or home land line), or ring your UCMC desk phone first and then a
secondary phone.

1. To set this feature up, submit a request to UChicago ITS using this specific link, defined as
“Single Number Reach Service”: https://uchicago.service-
now.com/it?id=its sc cat item request&sys id=c9ec72191352e20030c0bcaf3244b069
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Accessing Voicemail Remotely

To access to your voicemail from offsite, follow these instructions:
https://knowledgebase.uchicago.edu/images/group68/19600/7965.pdf
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